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What is a Cyber Attack 

IBM’s Definition 
A cyberattack is any intentional effort to 
steal, expose, alter, disable, or destroy 
data, applications, or other assets 
through unauthorized access to a 
network, computer system or digital 
device. 

Cam’s Definition 
Computer network activity with 
malicious and unlawful intent. Sea

Space Land

AirCyber



• Initial Affects –  
• Resources diverted to recovery,  
• PR team activated  

• Secondary Affects –  
• Investigations, legal processes,  
• insurance claims,  
• preventative measures,  
• employee turnover,  

• Tertiary Affects –  
• Usually unaccounted for,  
• reputation impact,  
• business partnerships impact,  
• increased operating costs 

Cyber Attack Ripple Effects 
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Why is the Financial Industry Targeted? 
• Financial Gain  

• Most businesses will at least consider paying ransoms  
• Many have a cyber insurance policy that will pay ransoms  

• Entry Point for Larger Attack Campaign  
• Attackers will piece together a series of attacks to go after the largest target 

possible first  
• One compromise can lead to higher probability a social engineering attack 

is successful against another, more profitable target  

• Lack of Cybersecurity Professionals 
• Cybersecurity workforce will need to grow 35% over the next 6 years 
• Cybersecurity vacancies take months to fill  
• Nearly 0% unemployment rate for cybersecurity professionals 

Anyone

^



• Target-Rich Environment  
• Large industry  
• Access to large amount of valuable data  
• Access to large amount of capital  

• Likely to pay a ransom  
• 50% of ransomware finance industry 

attacks resulted in payment 
• 40% ransom is $1M or more 

• 70% restored from backups in all other 
cases

Successfully 

^
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Cyber Attacks



• Blue Cross Blue Shield, Massachusetts  

• Third-party breach led to compromise of BCBS in 
2021  

• Strengthening your cybersecurity posture is critical  

• Verifying your partner organizations cybersecurity 
posture is too  

• BCBS’s vendor lacked proper data-loss prevention 
(DLP) solution which would have likely prevented 
this incident.  

• “Do you have a DLP?” 

3rd Party Enabled Cyber Attacks



• Royal Mail Faces Huge Financial Loss Following LockBit Attack (Jan 2023)
• Ransomware which resulted in a temporary halt to international deliveries. The Royal Mail refused the pay the £65.7m ($79.85m) demand 

from the LockBit group to return the stolen data 
• Enormous Data Breach at T-Mobile (November 2022 - March 2023) 

• 37 million affected customers
• City of Oakland Declares State of Emergency After Ransomware Attack (February 2023) 

• City of Oakland, California, declared a state of emergency as a result of a ransomware attack.
• MOVEit File Transfer Exploitation (May 2023) 

• Zero-day vulnerability impacted thousands of organizations.
• Chinese Espionage Campaign Infiltrates US Government (May 2023) 

• Chinese cyber-attackers gained access to US government agencies’ data via Microsoft’s engineer’s account.
• UK Electoral Commission Attack Exposes 40 Million Voters’ Data (August 2023) 

• “Complex cyber-attack” exposing data of UK voters who registered between 2014 and 2022.
• Casinos Taken Down by Cyber-Attacks (September 2023) 

• MGM Resorts International reported a ransomware which cost them over $100M in recovery. Caesars Entertainment, revealed it had also 
been compromised by ransomware threat actors.

• Logistics Firm Closes Due to Ransomware Attack (September 2023)
• One of the UK’s largest privately owned logistics firms bankrupt following a ransomware attack.

• 23andMe Suffers Major Data Breach (October 2023)
• Cyber attack breach of 20 million 23andMe data records. 

• British Library Suffers Damaging Ransomware Incident (October 2023) 
• British Library, was hit by a ransomware attack resulting in user data offered for sale on the dark web.

Recent Cyber Attacks

https://www.infosecurity-magazine.com/news/lockbit-royal-mail-ransomware/
https://www.infosecurity-magazine.com/news/city-oakland-hit-ransomware-attack/
https://www.infosecurity-magazine.com/news/caesars-entertainment-major/


• Three healthcare facilities attacked from May 
to October 2021  

• Facility responses mostly consistent  

• Public response mostly consistent  

• Attacker M.O. was consistent  

• Offensive patterns (should) trigger defensive 
solutions 

Indiana Healthcare Cyber Attacks



• Eskenazi Health, Indianapolis  

• “WannaCry” Ransomware attack  
• Breach Date:             19 May 2021  
• Breach Discovery:       4 Aug 2021   
• Breach Disclosure:      4 Aug 2021  
• Impact Awareness:    __________ 
• Patients notified:         11 Nov 2021 
• Breach to Notify:            7 months 

• Security patch was available in March 2021  

• IT systems, EHR were offline for multiple days  

• Attackers exfiltrated and published PHI and employee PII on the 
Internet  

• Patients file lawsuit 

Indiana Healthcare Cyber Attacks



• Schneck Medical Center, Sep 2021  
• Breach Date:             ____________ 
• Breach Discovery:    29 Sep 2021  
• Breach Disclosure:   29 Sep 2021  
• Impact Awareness: 17 Mar 2022  
• Patients notified:      13 May 2022 
• Breach to Notify:        *8 months 

• IT systems, EHR offline for 10 days  

• Investigations are still underway  

• Patients file lawsuit 

Indiana Healthcare Cyber Attacks



• Johnson Memorial Health, Oct 2021  

• Ransomware attack 
• Breach Date:               2 Oct 2021 
• Breach Discovery:      2 Oct 2021  
• Breach Disclosure:     2 Oct 2021  
• Impact Awareness:   __________ 
• Patients notified:     13 May 2022 
• Breach to Notify:            7 months 

• Entire computer network offline  

• IT systems, EHR were offline for multiple days  

• Legal firms investigated 

Indiana Healthcare Cyber Attacks



• Not your average geeks, cyber cartel  

• Annual Revenue: $6B   

• Preferred weapon: Ryuk Ransomware  

• Preferred target: Healthcare Facility  

• Method of Operation: Using a sophisticated bot-net, 
loosely affiliated attackers deploy ransomware, 
encrypting victim devices. Attack ends with the ransom 
notification and demand for cryptocurrency payment.  

• Responsible for at least one death, likely more

Organized Cyber Crime – FIN12 



• General Data Protection Regulation (GDPR) 

• Sarbanes-Oxley  

• PCI DSS  

• Bank Secrecy Act (BSA)  

• Gramm-Leach-Bliley Act (GLBA) 

Finance Cyber Compliance Regulations 



• Assets - Asset, Change, and Configuration Management 

• Threats - Threat Modeling  

• Vulnerabilities - Vulnerability Management 

• Risks - Risk Management 

• Roles - Identity & Privileged Access Management (IAM, PIM)  

• Response - Event and Incident Response, Continuity of Operations 

• 3rd Parties - Third-Party Risk Management (TRPM) 

• Architecture - Cybersecurity Architecture 

• Program - Cybersecurity Program Management

Meeting Finance Cyber Compliance 



• Cybersecurity Insurance  

• Everyone Has a Role  

• Email Security 

Preventative Measures



• 78% of large organizations are now opting for cyber insurance  

• 93% of organizations with insurance coverage report 2022 renewal 
process requires more details of current cybersecurity posture  

• 51% reported increased cyber protection was required to qualify  

Cyber Insurance 



• “That’s not my job” could not be more 
wrong  
• Cybersecurity is a moving target. It’s all 

hands on deck!  

• Cyber domain connects all aspects of our 
lives.  

• “We have always done it that way”  
• The most expensive business philosophy  

• Your company has YOUR DATA too… help 
them protect it! 

Everyone Has a Role



Email Security 

my-actual-company
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Email Security 

my-actual-companyRed Flags:  
• From IT@my-actual-company.com  

• External Organization Banner 

• Verify URL link 
• www.survey-security.com  

http://www.survey-security.com/
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Email Security 

my-actual-companyRed Flags:  
• From IT@my-actual-company.com  

• External Organization Banner 

• Verify URL link 
• www.survey-security.com  

• Domain is not registered   

• Mouse-Hover reveals actual 
URL 

http://www.survey-security.com/


Email Security 

What Do I Do?  
my-actual-company



Email Security 

What Do I Do?  

Ignore, Delete 
my-actual-company



Email Security 

What Do I Do?  

Ignore, Delete 

Notify cyber team 

my-actual-company



What Do I Do?  

Ignore, Delete 

Notify cyber team 

Integrated Reporting 

Email Security 

my-actual-company



Big Picture, Little Details 



Questions?  

Contact me anytime with questions or concerns regarding 
your cybersecurity posture!  

	 Cam Murphy  
Cybersecurity Professional  

jcmurph@mac.com 
www.linkedin.com/in/Cam-Murphy  

http://www.linkedin.com/in/Cam-Murphy

