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TO UNDERSTAND RISK
BE ANALYTICAL, 

NOT POLEMICAL OR 
POLITICAL



I. CATEGORIES OF RISK
A. RISK IS…
• Exogenous

• Endogenous

• Systemic 

• Long-tailed 

• Fat-tailed 

• Multiplicative 

• Interconnected & interacting

• Cascading 

• Global 



II. DRIVERS of RISK
B. MORE CHANGE = MORE RISK

• Change is accelerating

• Becoming more non-linear, with more unpredictable effects and 
outcomes 

• Becoming more radical, in that:

IT represents departures further and further away from what 
we have known in the very recent past, and what we have assumed 

will exist in the near future. 



II. DRIVERS of RISK
C. MORE COMPLEXITY = MORE RISK

• “Tight-coupling” of extremely complex, real-time systems

• increasingly throws out manifestations that are very difficult to 
predict . . .

• . . . but that have enormous direct and 2nd, 3rd, and 4th++ order (“n-
order” or knock-on) effects.

• Highly complex systems are inherently unstable and fragile

• There is an inverse relationship between efficiently and robustness 
(e.g. “just-in-time” inventory does not work if there are supply 
disruptions)

• Complex systems can change abruptly



Part of what is driving observed 
phenomena now are our emotional 

reactions to them:
CHANGE, PARTICULARLY RADICAL 

and CONTINUOUS CHANGE, IS 
EXTREMELY THREATENING TO 
MANY IF NOT MOST PEOPLE



III. OUR PERFECT STORM of RISK
A. RISING CHAOS: Disruption and Uncertainty

ENVIRONMENTAL

TECHNOLOGICALSOCIAL DISTRESS
(Loss of Control)

ECONOMIC

POLITICALLY
(Individuals and Groups)
Nationalism
Populism
Illiberal democracy
Polarization
Extremism

manifests…
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III. OUR PERFECT STORM of RISK
B. HYPEROBJECTS
• massively-connected relational agglomerations, exceeding the grasp of 

human conception or control

• non-local: created through relations among many things in more than 
the immediate present (across time)

• hyperobjects are distributed so massively in space and time that they 
transcend specific definition or identity: e.g., styrofoam, radioactive 
plutonium, climate change, civilization



III. OUR PERFECT STORM of RISK
B. HYPEROBJECTS
2 CURRENT EXAMPLES:

• Sovereign debt

• Suez Canal blockage

“hyperobjects within hyperobjects”



III. OUR PERFECT STORM of RISK
C. WICKED PROBLEMS



IV. DRIVERS of RISK
SOME EXPLANATIONS . . .

A. Collapse of belief in institutions (government, 
media) exemplified by recent failures (COVID, 2008 
crisis)

B. Technology (esp. information/communications 
leading to algorithm-mediated hyperconnectivity, & 
AI/automation)

C. Culture clashes/values clashes/cultural mixing

D. Inequality 

E. Decline of education/critical thinking



V. KEY SPECIFIC RISKS to the U.S.
A. THE NUMBER ONE RISK IS ENDOGENOUS: 

OUR SOCIAL/POLITICAL DIVISION & DISFUNCTION

WHY HAS THIS HAPPENED, AND HOW IT IS RELATED TO 
OTHER FACTORS?

MULTIPLE INPUTS . . . A PERFECT EXAMPLE OF N-ORDER 
EFFECTS AND HYPEROBJECTS . . .
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Rural vs. Urban
URBAN Environments (larger cities)
• Interconnected
• Interdependent
• Cosmopolitan/diverse social groups 

(you meet many very different people 
you don’t know every day: you almost 
never know who you will deal with)

• Affinity-based identity
• ‘Bigness’
• A newer human environment

RURAL Environments  (Incl. small cities)
• Self-reliant communities
• Autonomous
• Tight, homogeneous social groups 

(almost everyone you deal with is
similar to you—and you know almost 
everyone you meet)

• Place-based identity 
• ‘Smallness’
• More like the ‘original’ environment of 

humans
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Differing qualities of urban and rural environments 
naturally lead to different outlooks and approaches:

URBAN Environments  (larger cities)
• Generally…

• More complex environment
• Outward-looking
• Pro-globalization & cosmopolitan
• Interactions and resource allocation 

mediated by ‘contractual’ relationships

• ‘Character’ produced emphasizes:
• Utility
• Self-development
• Reliance on government & institutions
• Ends over means
• ‘Liberalism/Progressivism’

RURAL Environments  (Incl. small cities)
• Generally…

• Simpler environment 
• Inward-looking
• Anti-globalist & non-cosmopolitan
• Interactions and resource allocation 

mediated by social relationships

• ‘Character’ produced emphasizes:
• Duty
• Self-discipline
• Self-reliance/non-institutional focus
• Means over ends
• ‘Conservatism’

These differing qualities are not innately ‘good’ or ‘evil’—they are 
simply different adaptive responses to the differing environments!



V. KEY SPECIFIC RISKS to the U.S.
RURAL to URBAN
AS RURAL POPULATIONS MOVED TO URBAN 
ENVIRONMENTS, THEY INCREASINGLY BROUGHT AND 
MAINTAINED THEIR OWN VALUES TO MAINTAIN IDENTITY 
AND MEANING IN THE ANONYMOUS MASS OF BIG CITIES
AS A RESULT THERE ARE TWO (ACTUALLY MANY) VALUE 
SETS WHICH CLASH WITHIN MANY LARGE CITIES

THIS RELATES TO THE HUMAN NEED FOR IDENTITY, FOR 
RELATIONSHIPS, AND FOR A PLACE WITHIN A DEFINED 
GROUP, LEADING TO . . .



V. KEY SPECIFIC RISKS to the U.S.
“IDENTITY POLITICS”
HUMANS NEED A SENSE OF BELONGING TO A LARGER 
GROUP
THE LARGER AND MORE ALIENATING AN ENVIRONMENT, 
THE MORE THEY NEED TO BELONG TO A GROUP THAT 
GIVES MEANING AND PURPOSE

THIS INTERACTS WITH AND IS EMPOWERED BY 
TECHNOLOGY . . .

“The brutal fact is this: The average person living in a Western country increasingly has nothing to live 
for. He has little family, few friends, no neighborhood, no community . . . He exists mostly as a ritual of 

economic activity, a number on a balance sheet”
—Ciaran Murchada



V. KEY SPECIFIC RISKS to the U.S.
“HYPERCONNECTIVITY”: THE TECHNOLOGY of the 
INTERNET AND ALGORITHM-MEDIATED SOCIAL MEDIA

THESE PROVIDE WAYS TO INTERACT AND CONNECT 
NEVER BEFORE EXPERIENCED

. . . BUT THAT ARE PARTICULARLY SUITED TO 
ALIENATED INDIVIDUALS LIVING IN LARGE URBAN 
ENVIRONMENTS, NEEDING TO BELONG AND TO HAVE 
MEANING IN THEIR LIVES, EVEN IF IT IS OUTSIDE SOCIAL 
NORMS

LEADING TO DIVISION, EXTREMISM, CONSPIRACY 
THEORIES, FAR-LEFT AND FAR-RIGHT POLITICS, ETC.



V. KEY SPECIFIC RISKS to the U.S.
THERE ARE OTHER EXPLANATORY THREADS, FOR 
EXAMPLE:

THE RISE OF CHEAP AIR TRAVEL FOLLOWING AIRLINE 
DEREGULATION            CONGRESSIONAL CAUCUS GOING 
TO THEIR HOME DISTRICTS EVERY WEEKEND INSTEAD 
OF STAYING IN D.C.         ELIMINATION OF THE “LEISURE” 
TIME BOTH SIDES OF THE AISLE SPENT TOGETHER 
BREAKING DOWN OF PERSONAL RELATIONSHIPS BUILT 
OVER TIME          COLLAPSE OF BI-PARTISANSHIP       

EXTREME POLITICAL DIVISION AND DISFUNCTION



V. KEY SPECIFIC RISKS to the U.S.
ALL OF THESE (AND OTHER THREADS) TOGETHER 
CONSTITUTE A HYPEROBJECT

SO, OUR NUMBER ONE, ENDOGENOUS RISK . . .

OUR SOCIAL/POLITICAL DIVISION & DISFUNCTION
. . . IS UNFORTUNATELY A “WICKED PROBLEM” WITH NO 
OBVIOUS IMMEDIATE SOLUTION

THE CAUSES ARE MULTIPLE, SYSTEMIC, 
INTERCONNECTED, AND CASCADING

. . . AND ARE NOBODY’S “FAULT”



V. KEY SPECIFIC RISKS to the U.S.
B. CYBER VULNERABILITY 

LOW-MEDIUM LEVEL ATTACKS ARE CONSTANT

ATTACKS CAN BE TO STEAL INFORMATION OR TO 
DISRUPT OR DESTROY (SOMETIMES MUCH LATER)

MAJOR ATTACK BY EXTERNAL or INTERNAL ENEMIES, 
INCLUDING NON-STATE ACTORS COULD BE 
DEVASTATING

U.S. MILITARY CALLS CYBERSPACE “GROUND-ZERO” OF 
THE NEXT WORLD WAR



V. KEY SPECIFIC RISKS to the U.S.
CRITICAL INFRASTRUCTURE 
SECTORS (DHS CISA):

Chemical Sector

Commercial Facilities Sector

Communications Sector

Critical Manufacturing Sector

Dams Sector

Defense Industrial Base Sector

Emergency Services Sector

Energy Sector

Financial Services Sector

Food and Agriculture Sector

Government Facilities Sector

Healthcare and Public Health Sector

Information Technology Sector

Nuclear Reactors, Materials, and Waste Sector

Transportation Systems Sector

Water and Wastewater Systems Sector



V. KEY SPECIFIC RISKS to the U.S.
CRITICAL INFRASTRUCTURE 
SECTORS

• ALL 16 VULNERABLE TO CYBER ATTACK AND 
ARE ATTACKED CONSTANTLY
• ALL ARE INTERCONNECTED AND “TIGHTLY 
COUPLED”
• ALL ARE DEPENDENT ON ELECTRICAL POWER
• THE POWER GRID EXHIBITS “SINGLE POINT OF 
FAILURE” CHARACTERISTICS



V. KEY SPECIFIC RISKS to the U.S.
C. BROKEN PROMISES: “SOCIAL CONTRACT” ISSUES . . . 
things promised vs. actual conditions:
• Globalization vs. job loss

• Automation / AI / additive manufacturing  vs. job loss

• Equality vs. inequality

• Safety & security 

• Well-being

• Freedom vs. security

• Privacy vs. security

“surveillance exceptionalism has meant that the United States and many other liberal democracies chose 
surveillance over democracy as the guiding principle of social order. With this forfeit, democratic governments 

crippled their ability to sustain the trust of their people, intensifying the rationale for surveillance.”
—Shoshana Zuboff



V. KEY SPECIFIC RISKS to the U.S.

D. “TRUTH DECAY”
popularization of “postmodernist” thought
Questioning of objective knowledge: of “Truth-with-a-
capital-T”
Focus on perception, bias, narrative, relativism, 
interpretation . . . no “shared truth”—no single, 
dominant account of the world . . . and then:
The rise of echo chambers & empowerment of 
confirmation bias via digital, hyperconnected, massive, 
searchable information & algorithmic recommendation



V. KEY SPECIFIC RISKS to the U.S.
E. Transparency & exposure

No more illusions or “saving the appearances” . . . 

we all see it all now:

This produces decline in the faith and belief in  
institutions and leaders, as people see more 
thoroughly into how those actually operate and behave

“When I started out, we got to work with legends, and the reason they were bigger than life is that 
nobody knew what they did after school.”

—Hollywood actor Bruce Dern (late in the day of cinema’s “Golden Age”)



VI. KEY SPECIFIC RISKS to INVESTORS
A. Sentiment

• Fear

• Confidence

• Social mood

• Behavioral patterns

• Group-think

Sentiment propagates through groups, self-reinforces, 
and drives decision-making and huge market swings . . .

Markets are human constructs!



VI. KEY SPECIFIC RISKS to INVESTORS
A. Sentiment

An example is the rapidly rising sentiment for ESG 
(Environmental-Social-Governance) investing, changing 
from “shareholder” to “stakeholder” framework, etc.

Driven by fear of the unknown & of change

Will create huge tail winds for some categories of 
investment, but drag (or stranded assets) for others

IT DOES NOT MATTER WHETHER THE SENTIMENT IS 
CORRECT, IT MATTERS HOW WIDESPREAD IT IS AND 
HOW IT IS TRENDING!



B. Fear of change and the unknown
A mounting feeling of dread in the back of people’s minds . . . 

Incorporating fear of:

• Social disintegration

• Disease

• Financial collapse

• Rise of machines

• Personal insecurity

• Climate change

• environmental exhaustion & collapse

. . . WILL DRIVE MARKETS; WILL REVERSE, & REVERSE, & REVERSE AGAIN

VI. KEY SPECIFIC RISKS to INVESTORS



VI. KEY SPECIFIC RISKS to INVESTORS

Extreme anxiety . . . a kind of collective MADNESS?
FAILURE OF IMAGINATION: “THIS CAN’T BE HAPPENING”

GRASPING FOR EXPLANATIONS

MOVING TO EXTREMES BECAUSE THEY OFFER SIMPLER EXPLANATIONS & SIMPLER 
RATIONALES FOR ACTION, FOR EXAMPLE:

RISE OF CONSPIRACY THEORIES ON THE RIGHT  
• RATHER BELIEVE ENEMIES ARE IN CONTROL THAN NOBODY IS
• SIMPLE EXPLANATIONS
• MAKES YOU FEEL SPECIAL BECAUSE YOU ARE “IN THE KNOW” 

RISE OF “IDENTITY POLITICS” ON THE LEFT:
• “CANCEL CULTURE”
• DEMANDS FOR REPARATIONS/ABASEMENT FOR PAST SINS ON THE LEFT

RISE OF ANGER EVERYWHERE, AND INREASE NEED TO “DO 
SOMETHING”



VI. KEY SPECIFIC RISKS to INVESTORS

C. FINANCIAL, MONETARY & FISCAL RISK

DEBT: SOVEREIGN, CORPORATE, PERSONAL

HYPERBOLIC MARKETS

GOVERNMENT SPENDING VS AUSTERITY

DISRUPTIVE CHANGE (E.G. BLOCKCHAIN)

EMOTIONAL DECISION-MAKING 

THE NEED TO BLAME



VI. KEY SPECIFIC RISKS to INVESTORS

C. FOR INVESTORS, RISKS ARE ALSO OPPORTUNITIES

ESG INVESTING

SMALLER, INNOVATIVE COMPANIES

SUPPLY-CHAIN SHORTENING AND RE-SHORING

RISING ECONOMIES (E.G. INDIA)

THERE ARE MANY OPPORTUNITIES, THEY JUST DON’T FIT THE 
“CONVENTIONAL WISDOM” OF RECENT PATTERNS OF THINKING

THINK OUTSIDE THE PROVERBIAL BOX!

INVESTMENT ADVICE THAT LOOKS THE SAME AS YESTERDAY’S HAS A 
RISING POTENTIAL TO BE WRONG



V. GLOBAL RISKS

A. GLOBAL SPLINTERING & DE-GLOBALIZATION

DRIVEN MOSTLY BY SECURITY CONCERNS, FOR EXAMPLE:

• HIGH-TECH PRODUCTS (SEMICONDUCTORS, FLAT SCREENS)

• CRITICAL MINERALS INCLUDING RARE EARTHS

• RISKS OF SUPPLY-CHAIN PROBLEMS and DISRUPTION

• FOOD AND WATER INSECURITY

• RISE OF AUTARCHIC “SPHERES OF INFLUENCE” and GREAT-POWER 
RIVALRY



V. GLOBAL RISKS

B. CHINA – U.S. RIVALRY
• “THUCYDIDES TRAP”

• CHINESE INSECURITY:
• FOOD
• ENERGY
• SEMICONDUCTORS

• “ONE HUNDRED YEARS OF SHAME”

• DEMOGRAPHIC ISSUES

• DEBT ISSUES

• TAIWAN

AFFECTS MANY SURROUNDING COUNTRIES . . .

. . . THE “SENTIMENT” HAS CHANGED!



V. GLOBAL RISKS

C. MULTIPLE CONFLICTS
• Russia-Ukraine

• Israel-Iran

• North Korea

• India-China

• Egypt-Sudan-Ethiopia

• Northern Ireland

• Internal Crises: such as Venezuela, Central America/Northern Triangle, 
Bangladesh (driving migration, enabling organized criminal activity)

“TOO MUCH ALL AT ONCE”
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NORMAL DISTRIBUTION: 
PROBABILITY DENSITY FUNCTION

WE ARE IN A DANGER ZONE!







V. KEY SPECIFIC GLOBAL RISKS
LEAVING ASIDE CLIMATE CHANGE CAUSALITY . . .

AT THIS POINT, WE MAY BE DEALING WITH MITIGATION, 
NOT PREVENTION . . . 

40 PERCENT OF WORLD POPULATION LIVES ON 
COASTLINES!

INTERNAL DISPLACEMENT AND MIGRATION OF 
HUNDREDS OF MILLIONS

FOOD AND WATER DISRUPTION, RISING DISEASE, ETC.



VI. KEY SPECIFIC GLOBAL RISKS

What’s missing on these lists of key factors?



VII. WHAT NEXT? WHERE DOES THIS 
LEAVE US & WHERE DO WE GO?
A. THE LESSONS OF THE COVID-19 PANDEMIC
THE SCIENCE WAS AN “A+”

REAL-TIME GENETIC SEQUENCING, OPERATIONALIZING mRNA, MULTIPLE EFFECTIVE 
VACCINES IN LESS THAN 12 MONTHS . . . THESE WERE “MOON-SHOTS”

SCIENTISTS WORKED TOGETHER GLOBALLY, WITH LITTLE INTERFERENCE IN 
SHARING DATA AND FINDINGS

THE POLITICS WERE AN “D-”

INFIGHTING, PROTECTIONISM, RESOURCE HOARDING, UNEVEN APPLICATION OF 
KNOWN EFFECTIVE POLICIES, EMOTIONAL DECISION-MAKING, FAKE NEWS, 
POLITICIZATION OF A MICROORGANISM, ETC.

WE FAIL TO SOLVE SUCH PROBLEMS             
NOT BECAUSE WE CANNOT . . .                       
BUT BECAUSE WE WILL NOT



VII. WHAT NEXT? WHERE DOES THIS 
LEAVE US & WHERE DO WE GO?
B. RETHINKING OUR RESPONSE TO RISK
• BE ANALYTICAL, NOT POLITICAL: CHALLENGE YOUR ASSUMPTIONS & 

THINK THE UNTHINKABLE

• LEARN TO PROJECT ALL POSSIBLE FUTURES

• ACCEPT THAT CHANGE IS UNAVOIDABLE: THE FUTURE WILL NOT BE LIKE 
THE PAST

• ACCEPT THAT RISK IS INCREASING AND YOU HAVE TO DEAL WITH IT

• BE READY TO CHANGE EVEN THE MOST CAREFULLY-CONSIDERED PLANS 
IN LIGHT OF CHANGING CONDITIONS OR NEW EVIDENCE, AND THEN BE 
READY TO CHANGE THEM AGAIN . . .

• LOOK FOR AND SEE OPPORTUNITY WITHIN RISK



VII. WHAT NEXT? WHERE DOES THIS 
LEAVE US & WHERE DO WE GO?
C. BEWARE OF BIAS
COGNITIVE BIASES UNDERMINE UNDERSTANDING AND DECISIONS

• Anchoring bias

• Confirmation bias

• Gambler’s fantasy

• Illusion of control

• Optimism bias / Pessimism bias

• Problem of induction 

• Salience bias

• Selective perception

“THINKING FAST AND SLOW” (Kahneman): heuristics (rules of thumb)

Intuition and Easy vs Hard Answers



VII. WHAT NEXT? WHERE DOES THIS 
LEAVE US & WHERE DO WE GO?
D. THREAT ASSESSMENT
• RANKING LIKELIHOOD / CREDIBILITY AND POTENTIAL SEVERITY

• BASED ON ANALYSIS OF PAST PATTERNS

• GOAL IS TO DETECT AND UNDERSTAND, AND THEN INTERRUPT OR AVOID

• BUT . . . PROBLEM OF INDUCTION

NOVEL / EMERGING THREATS ARE NOT NECESSARILY 
DETECTABLE FROM LINEAR UNDERSTANDING OF DETECTABLE 
PAST PATTERNS!

COMPLEX SYSTEMS THROW OUT UNEXPECTED, NOVEL 
OUTCOMES THAT APPEAR WITHOUT OVERT WARNING. THE MORE 
COMPLEX THE ARE, THE MORE THEY DO THIS.



VII. WHAT NEXT? WHERE DOES THIS 
LEAVE US & WHERE DO WE GO?
D. SOME TAKE-AWAYS
• THINK ABOUT HOW YOU THINK ABOUT RISK!

• DON’T BE LULLED INTO COMFORTABLE ANSWERS THAT FIT 
YOUR EXPECTATIONS AND “FEEL GOOD”

• DON’T THINK YOU REALLY UNDERSTAND A SITUATION: THERE 
ARE USUALLY HIDDEN ELEMENTS AND SURPRISES IN STORE

• “UN-KNOW” WHAT YOU “KNOW” TO BE TRUE

• THINK WIDE, NOT NARROW; SLOW, NOT FAST

• THINK ABOUT CONNECTIONS AND FEEDBACK LOOPS

• “LISTEN” FOR FAINT INDICATORS AND SIGNALS

• REMEMBER THE OVERWHELMING IMPORTANCE OF PERCEPTION
& SENTIMENT: FEELINGS MATTER!
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RISK HAS 
INCREASED DUE TO 

INCREASING 
TECHNOLOGY, 

SCALE, 
COMPLEXITY, and 

INTERCONNECTION



THANK YOU

DEE SMITH 
Contact Information:

Email: deesmith@sigintelligence.com

Tel (Susan Guthrie): 210-885-8992
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